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Who of YOU has actively
used PQC today?
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Everyone uses Post-Quantum-Crypto!

Messengers have adopted PQC

WhatsApp, Signal, iMessage adapted their
protocols, use hybrid key exchange with ML-
KEM

Big parts of the web adopted PQC

Chrome, Firefox, ... use hybrid key exchange
with ML-KEM by default.

Content Delivery Network Cloudflare serves
20% of the web content and offers hybrid key
exchange with ML-KEM

Post-Quantum Encryption Adoption Worldwide

oLl
Post-Quantum encrypted share of human HTTPS request traffic Over 30%!
== PQ Encrypted
13.7% ¥
Chrome mobile

Chrome desktop
2019

Feasibility study pgraded

4
TL;DR nd.
- Lattice-based
- Lots of broken

Cloudflare Radar Dec 25, 2023, 00:00 UTC = Dec 23, 2024, 16:45 UTC
2025 Valenta: Why the Internet isn’t ready for Post-Quantum Certificates
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https://pkic.org/events/2025/pqc-conference-austin-us/WED_PLENARY_1500_Luke-Valenta_Why-the-Internet-isnt-ready-for-PQ-Certificates.pdf
https://pkic.org/events/2025/pqc-conference-austin-us/WED_PLENARY_1500_Luke-Valenta_Why-the-Internet-isnt-ready-for-PQ-Certificates.pdf
https://pkic.org/events/2025/pqc-conference-austin-us/WED_PLENARY_1500_Luke-Valenta_Why-the-Internet-isnt-ready-for-PQ-Certificates.pdf
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eIDAS
PQC Migration going well?

Heterogeneous system

Many different stakeholders with varying — [Q,
(performance) constraints and update cycles

TSA
Protocol ossification

Despite being designed to be upgradeable, any
flexibility that isn't used in practice is probably
broken, because of faulty implementations

=P

PresS

Mixed signals

Massive amount of new work on PQC appears T
like it is still not ready, even for experts SigS =
Hybrids as European requirement EUDI

Wallet

I
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ValS
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EU Roadmap following
Commission's Recommendation on PQC
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Milestones for high-risk and \ ‘A‘ <
g \

medium-risk use cases \

g

S
d h
Y )
. ,

N

Risk-based approach to planning

Starting date is not a moving
target anymore

Part 1, Version: 1.1, EU PQC Workstream

11.06.2025
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' © Timeline for the transition to PQC

1.

By 31.12.2026:
At least the First Steps have been implemented by all Member States.

Initial national PQC transition roadmaps have been established by all Member
States.

PQC transition planning and pilots for high- and medium-risk use cases have been
initiated.

. By 31.12.2030:

The Next Steps have been implemented by all Member States.
The PQC transition for high-risk use cases has been completed.

PQC transition planning and pilots for medium-risk use cases have been com-
pleted.

Quantum-safe software and firmware upgrades are enabled by default.

. By 31.12.2035:

The PQC transition for medium-risk use cases has been completed.

The PQC transition for low-risk use cases has been completed as much as feasible.
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Do I need to act?
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URGENT ADOPTERS

REGULAR ADOPTERS

banks, hospitals, telecom
providers, car manufacturers,
etc.

web shops, building
companies, schools,
etc.

CRYPTOGRAPHY EXPERTS

IT infrastructure providers,
standard organizations,
etc.

The PQC Migration Handbook, December 2024
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Do I need to act?
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URGENT ADOPTERS

NIS 2

EU Implementing Regulation 2024 /2690
aim for crypto agility

ENISA guidance
consider PQC

CRYPTOGRAPHY EXPERTS

banks, hospitals, telecom IT infrastructure providers,
providers, car manufacturers, standard organizations,
etc. etc.

The PQC Migration Handbook, December 2024
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Mosca's Theorem and eIDAS

-

Y (migration time)

X (shelf-life time)

data is vulnerable
Z (threat timeline)

2

\_

2030-2035
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Prepare...

No regret moves

« Cryptographic asset and policy management

« Regulatory requirements

« Risk assessment

« Supply chain dependencies

and become Crypto Agile!

Foster Adoption

Diagnosis

Assess the risk towards _\
systems and applications

[
Familiarise with the topic and
determine PQC personas(Ch.1& 2)

\
Establish Cryptographic Asset
Management. Establish vendor
overview, etc. (2.3)

I
Aggregate cryptographic risks into
risks in systems and applications
(24)

Prioritise migration

/— strategy on business
impact and compliance

Familiarise with
regulations to build a
cryptographic policy

Integrate into existing J/
risk practices

Prepare a first migration strategy based
on business impact (See also Ch. 3)

Determine based on the
business processes the need for
mitigating future crypto risks with
greater crypto agility (Ch. 4)

Read the latest standards and sector-
specific regulations for guidance on
accepted quantum-safe strategies.
Use this to formulate the company’s

policy (Ch.5)

Integrate diagnosis results in existing
risk management tooling and connect
to core business processes

Migrate and during migration

Establish periodic,
impact based, monitoring

of cryptographic assets

Establish the need for
cryptographic agility in
systems and applications

Adopt new SLAs and

renewal tracks to new ——
cryptography.

I
A periodic monitoring keeps your
arganisation in control of its
(changing) cryptographic assets

Figure1l | Roadmap towards
a mature cryptographic
management organisation,

The PQC Migration Handbook, December 2024

\
(4.4)

Crypto Mature

Any system renewals or other Service
Level Agreements (SLAs) negotiations
need to be either be POC or toward
own crypto strategy (Ch. 6)

Improve and adapt J/
continuously
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Thank you.

Jan KlauBner

Bundesdruckerei GmbH
Innovation
email: jan.klaussner@bdr.de

Please note: This presentation is the property of Bundesdruckerei GmbH. o rockerei
All of the information contained herein may not be copied, distributed or published, groww
as a whole or in part, without the approval of Bundesdruckerei GmbH. |:IC| .

© 2025 by Bundesdruckerei GmbH
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